
 
 

 Abstract---It is well known that, a recursive relation for the 

sequence a0, a1, a2, . . . is an equation that relates an to certain of its 

preceding terms a0, a1, a2 , . . . , an-1. Initial conditions for the 
sequence a0, a1, a2 , . . .are explicitly given values for a finite number 
of the terms of the sequence. In this study, we use the recurrence 
relations for both balancing and Lucas-balancing numbers and 
examine their application to cryptography using finite state machine. 
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I. INTRODUCTION 

RYPTOGRAPHY is the study of methods of keeping 

communication secret and secure between a sender and a 

recipient in the presence of malevolent third parties. 

Security can only be as strong as the weakest link. In this 

world of Cryptography, it is now well established, that the 

weakest link lies in the implementation of cryptographic 
algorithms. The technological advancement in today's world 

have made the cryptographic algorithms more prone to 

attacks. Automata theory is the study of abstract machines and 

automata as well as the computational problems that can be 

solved using them. It is a theory in theoretical computer 

science under discrete mathematics. Thus, Automata Theory 

is the study of self-operating virtual machines to help in 

logical understanding of input and output process without or 

with intermediate stage or stages of computation or any 

function or process. So Multi-level ciphering which can avoid 

all sorts of attack is possible using finite state machine. 
 In this paper, the objective is to develop new cryptographic 

schemes using finite state machines, recurrence relations and 

recurrence matrices. The proposed method solves many 

problems that we are facing now a days to introduce a more 

secure cryptographic algorithm. The efficiency of the 

proposed method is analyzed, and the analysis shows an 

improved cryptographic protection in digital signals. 
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II.  DEVELOPMENT OF CIPHER USING RECURRENCE MATRIX 

    In [18], Stakhov et.al. has introduced golden cryptography 

based on the golden ratio. In this study, we use the recurrence 

relations for both balancing and Lucas-balancing numbers and 

examine their application to cryptography. 
  Balancing numbers   and the balancers r are solutions of 

the Diophantine equation                          
                      [1]. It is well known that, the 

recurrence relation for balancing numbers is: 

                        ,                                               

Where    is the nth balancing number with              
Companion to balancing numbers is the sequence of Lucas-

balancing numbers    defined by       
    and their 

recurrence relation is same as that of balancing numbers, that 

is 

                        ,                                                

Where    is the     Lucas-balancing number with   = 3, 

         . 
     Liptai      showed that the only balancing number in the 

sequence of Fibonacci numbers is 1. In      and        Ray 

has found two important product formulas for both balancing 

and Lucas-balancing numbers. Panda et.al.     linked 
balancing numbers with Pell and associated Pell numbers and 

shown that balancing numbers are indeed the product of Pell 

and associated Pell numbers. Many interesting properties for 

balancing numbers and their related sequences are available in 

the literature. One can go through          ). 

 2.1. Balancing and Lucas-balancing matrices 

 In [12], Ray introduced balancing Q-matrix of order 

  whose entries are the first three balancing numbers     

and   as follows:    

                      [   
  

]                                                    

 

It is well known that,    power of the balancing Q-matrix is  

                     
  [

       

       
]                     

 

where               . . . , and     is the     balancing 
number. Without loss of generality, we present the balancing 

matrix    in a different way by interchanging the main 

diagonal elements as follows: 
 

                      
 [   

  
]                                                  

 

The general form of this matrix will be 
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  [

        

      
]                                     

 We now extend the balancing matrix (5) to a 3x3 matrix of 

the form: 

 

                       
 [ 

    
   
   

 ]                                         

 

This matrix is so formed that its determinant is invariant 

without loss of generality to the Cassini Formula 

                       
               

for balancing numbers. Similarly, extending it to     order, 
we obtain: 

                     
 [ 

     
    
    
    

  ]                                    

 

The same logic can be used for extending to any order square 

matrix. Notice that, the usual product of 

     
 [ 

    
   
   

 ]  and    
   [ 

   
    
   

 ]                        

 

gives the identity matrix [ 
   
   
   

 ]    Therefore 

generalization of this result yields: 

 

                   
    

   [ 
   
   
   

 ]                                        

for all integers  . 
 

         The Lucas-balancing matrix whose entries are the first 

three Lucas-balancing numbers     and   can be similarly 

defined as follows: 
 

                         
 [   

  
]                                              

 

The general form of balancing matrix is: 

 

                         

   [
        

      
]                                  

 

where               . . . , and    is the     balancing 

number. The extensions of the Lucas-balancing matrix    can 
be similarly obtained as: 

   
  [ 

    
   
   

 ]     
  [ 

     
    
    
    

  ]   etc.                                                                        

 

The same logic can be used for extending to any order square 

matrix. And also, 

 

                   

    

   [ 
   
   
   

 ]                                     (16) 

for all integers n. 

 2.2. Application of balancing and Lucas-balancing 

numbers to cryptography 

 In this section, we examine the application of recurrence 

relations to cryptography with a new dimensionality in the 

matrix. Let the initial message be a digital signal which is a 

sequence of separate real numbers a1, a2, a3, . . . We choose the 

first nine readings and form a 3x3 matrixof the form  

 

                         [ 

      

      

      

 ] ,                               

 

which is to be considered as a plain text matrix. There can be 

9! permutations to form the matrix A. Let    be the choice of  

    permutation. We choose the direct matrix as enciphering 
matrix, the inverse matrix as deciphering matrix and the 

variable x as cryptographic key. In general, the key K consists 

of the permutation Pi, the variable x, the Moore machine M 

and the type of recursion used is R that is, K = {M, Pi, x, R}. 

III. PROPOSED ALGORITHM 

 3.1. Encryption 

 Step 1: Let the plain text A be a square matrix of order n; n 

> 0. Let    be the choice of      permutation. 
 Step 2: Define recurrence relation R and recurrence 

matrix    
. Choose the cryptographic key x. Define the 

Moore/Mealy machine. 

 Step 3: Define the cipher text. 
 

                              

                             
                          

 

 Step 4: Compute the cipher text and send it to the receiver. 

 3.2. Decryption 

 Step 1: On receiving the secret key, cipher text, the finite 

state machine and recurrence matrix decrypt the message 

using multiplicative inverse of the recurrence matrix and the 

secret key, to get the original information. For a finite state 

machine with n states, we need n multiplicative inverse 

matrix. 

IV. EFFICIENCY OF THE PROPOSED ALGORITHM 

 4.1. Mathematical work 

 Algorithm proposed is a simple application of the Hill 

cipher using recurrence matrix. It is very difficult to break the 

cipher text without proper key, finite state machine and choice 

of recurrence relation and permutation used. 

 4.2. Strength of the key 

 It is very difficult to guess the length of the secret key even 

if the recurrence relation and finite state machine are known. 

 4.3. Number of Rounds 

 The number of rounds for which the process continues also 

depend on the secret key and the finite state machine used. 

Even if we know the finite state machine it is very difficult to 

guess the number of rounds without an appropriate key. 
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 4.4. Encryption and Decryption Time calculation 

 Let the sum of the outputs of the finite state machine for k 

bit secret key is  . Let tm be the time required for each 

multiplication and ta be the time required for each addition 

during the encryption process. Then the total time required for 

k bit secret key is:                   

 4.5. Security analysis 

 Extraction of the original information is difficult due to the 

matrix multiplication, chosen finite state machine, choice of 

permutation, recurrence relation and secret key. Brute force 

attack on key is also difficult due to the increase in secret key 

size. 

V. APPLICATION 

5.1. Example: 

Let the plain-text to be transmitted be: A =   [ 
   
   
   

 ]  

Choosing       and the types of recursion as balancing 
numbers, 

                     
  [ 

     
    
   

 ]              

                     

Here we calculate the cipher text with respect to mod 47.  
 

The secret key is 39 and the finite state machine is defined as 

Moore machine that calculates the residue mod 4 as given in 

the following table. 

 
TABLE 1 

EXAMPLE 

SL. 

No. 

Input Previous 

State 

Present 

State 

Output Cipher Text 

1 1       1 
(
     
     
    

) 

 

2 0       2 
(
     
   
     

) 

 

3 0       0 
(
     
   
     

) 

 

4 1       1 
(
     
     
    

) 

 

5 1       3 
(

   
     
     

) 

 

6 1       3 
(
     
     
    

) 

 

 

Secret key = 39(100111). 
 

So, from the table 1 we get the cipher text as  [ 
     
     
    

 ] 

  For decryption process we have to multiply the cipher text 

with the inverse of the recurrence matrix used. So, after 

getting the secret key, finite state machine and recurrence 

matrix we can decrypt the cipher text. For a finite state 

machine with   states, we need n multiplicative inverse 

matrix. So, 
 

                        
               

     
                        

 

For 1st round of decryption we multiply   [ 
     
     
    

 ] 

with the inverse of    [ 
           
          

   
 ] to get  

[ 
   
     
     

 ]   which is the cipher matrix at 5th round during 

encryption process. On continuing this process of multiplying 

the resulting cipher matrix with the inverse of recurrence 

matrix we can get the plain text after n rounds depending on 

the finite state machine. So, then on multiplying 

[ 
   
     
     

 ] with the inverse of   [ 
           
          

   
 ] 

to get  [ 
     
     
    

 ]   

Similarly by using the Finite state machine and the recurrence 

matrix, we multiply the resultant matrix with the inverse of  

[ 
     
    
   

 ] to get  [ 
     
   
     

 ]. 

  

On multiplying this matrix with the inverse of 

 [ 
        
        
   

 ]   we get   [ 
     
     
    

 ]  

  
 Finally multiplying this resultant matrix with the inverse of    

[ 
     
    
   

 ] to get   [ 
   
   
   

 ]  which the plain text 

matrix. So, by knowing the finite state machine, the 

recurrence matrix and the secret key we can decipher the 
cipher text otherwise it is very difficult to decrypt the 

message. 

VI. CONCLUSION 

 In the present study, two types of recurrences namely 

balancing and Lucas-balancing are discussed but in general 

can be extended to any recurrence relation. One can use any 

algorithm which are used in asymmetric cryptosystem to 
transmit the key. As compared to Fibonacci numbers, 

balancing and Lucas-balancing are large and therefore more 

secured. Also, the level of security is high since it involves 

four parameters such as permutation, the finite state machine, 

the secret key and type of recurrence used. The cryptographic 

protection of digital signals can be improved by multiple 

encryption and decryption algorithms. Also, with the increase 
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of the size of the matrix and number of rounds, more 

information can be sent securely at a time. 
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